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TRAINING SERVICES

WIDS profile

GUI Additions or Enhancements

* Rogue Settings have been moved from AP profile to

*In GUI now BG scan in specific intervals, passive scan
and on-wire Rogue auto suppress before was CLI only

Edit Wireless I

System

Router Name default-wids-apscan-enabled

Policy & Objects Comments Comments o/es
Security Profiles Enable Rogue AP Detection €

VPN Background Scan Every 600 2 Seconds

User & Device [¥] Disable Background Scan During Specified Time

WAN Opt. & Cache

=) wii Network
* SSID

=2 - FortiAP Profiles

&) Managed Devices
* Managed FortiAPs
& monitor

WiFi & Switch Controller |

bl WIDS Profiles .
[7] Auto Suppress Rogue APs in Foreground Scan é

[]sunday [|Monday [|Tuesday [ |Wednesday [ |Thursday [ |Friday []Saturday

Start Time 0 “l:(0

IR

Stop Time 0 2o
[7] Enable Passive Scan Mode

[¥] Enable On-Wire Rogue AP Detection e

Intrusion Detection Settings

Cevovie | oot | vl
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GUI additions or enhancements

tunnel SSID

o Edit Interface
Type WiFi SSID
Router
- Traffic Mode Tunnel to Wireless Controller
Policy & Objects
Security Profiles 1P/Network Mask 10.11.12.13/255.255.255.0
— 1PV6 Addressing mode ® Manual
User & Device 1Pv6 Address/Prefix 0

WAN Opt. & Cache

Administrative Access HTTPS [¥] PING [ HTTP  [] FMG-Access

WiFi Controller

[T sNMP  [C] FCT-Access

&4 wiFi Network Auto IPsec Request:

BEERE
@
I}
4

1Pv6 Administrative Access
* FortiAP Profiles -

HTTPS [0 PING [[] HTTP  [] FMG-Access

[ ssH [ snmp
* WIDS Profiles.
@) Managed Access Points DHCP Server Enable
@& Monitor
WiFi Settings
SSID Testing|
Security Mode WPA2 Personal -

Pre-shared Key (8 - 63 characters)

Block Intra-SSID Traffic

Maximum Clients

OptiogGTVLAN 1D 0 s
Log & Report

* VLAN ID can be set in the GUI now for both a bridge and

F::RTINET

New features and enhancements

FAP-320C

* Support for 802.11ac access points FAP-221C and

System © Create New & ) ]
Router [ Name ] Platform(s)
Policy & Objects. 11n-only FWF-20C, FWF-20CA, FWF-30D, ... 2.4GHz 802.11n/a/b
= FAP11C-default FAP-11C 2.4GHz 802.11n/0/b
Security Profiles
FAP14C-default FAP-14C 2.4GHz 802.11n/0/b
MR FAP28C-default FAP-28C 2.4GHz 802.11n/g/b
User & Device FAP1128-default FAP-1128 2.4GHz 802.11n/0/b
TR FAP2108-default FAP-2108 2.4GHz 802.11n/0/b
——————S | TR Fap, 22248 5GHz 802.11n/a
SEMECRE, | rap221c-defaut FAP-221C 2.4GHz 802.11n/0/b

63 wiFi Network FAP2228-default TAP-2225 2.4GHz 802.11n/a/b
= ss1D FAP2238-default FAP-2238 SGHz 802.11n/a
B ortiap profiles FAP3208-default 5GHz 802.11n/a

I FAP-320C I

= WIDS Profiles FAP320C-default 2.4GHz 802.11n/a/b

[¥)View All Profiles [@ Search

[ wodor [ Conmens | et |

2.4GHz 802.11n/a/b
SGHz 802.11ac/n/a
5GHz 802.11n/a
2.4GHz 802.11n/a/b
2.4GHz 802.11n/a/b
SGHz 802.11ac/n/a

cocooooo0000 0K

#¢s) Managed Access Points
& monitor

FAP-320C

/

FAP-221C

N
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Spectrum Analysis in certain FAP models

Models with SA
* FAP-221B
* FAP-223B
* FAP-320B

Example using radio in
Background Scan

FZERTINET

New features and enhancements

* Connect to FAP CLI interface via proxy in FGT. No need
for a route to the FAP from managing computer.

© Create New (& Edit 1 Delete €3 Deauthorize D Refresh

* Mixing Captive portal and WPA Personal in the same SSID

WiFi Settings
SsID Tun_portal_ext
Security Mode 9 WPA/WPA2 Personal with Captive Portal ~
Pre-sharedKey — seeeee (8 - 63 characters)
Data Encryption © AES O TKIP ) TKIP-AES
Portal Location ® Local © External
Portal Type © Authentication ) Email Collection
User Groups Use Groups from Policies ~
Exempt List Click to set... hd
Customize Portal Messages
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External Web Captive Portal and Authentication

Interface Name
Type
Traffic Mode

1P/Network Mask

Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server

» Advanced...

WiFi Settings
SSID
Security Mode

Portal Location

Ext-Web-if
WiFi SSID

Tunnel to Wireless Controller

[10.1.1.1/255.255.255.0

[Vl HTTPS [V] PING  [[] HTTP  [] FMG-Access
[7] ssH  [1] SNMP [[] FCT-Access

[¥] Enable

© Create New

10.1.1.100
255.255.255.0
© Same as Interface IP © Specify

© Same as System DNS © Specify

Ext-Web
Captive Portal -

O Local ® External 192.168.5.9/index.php

Portal Type ® Authentication © Email Collection
User Groups Ext-Web-Auth XV
Ext-Web-Auth_2 x
Exempt List Click to set... -
Customize Portal Messages ]}
Redirect after (or D: pa.org
Disclaimer)

10.1.1.254
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Automatic AP configuration

« Automatic AP configuration disappears and it needs an AP profile now

[s2]

policy Serial Number

Firewall Objects. Name

Security Profiles

Comments

St

ven Managed AP Status
User & Device Status
Base MAC Address.
Clients.
state

Wireless Settings
2P profile

* Rogue AP Settings
* Custom AP Profles

4] Enable wiei Radio
* WIDS Profiles ssio

Managed Access Points
* Local Wi Radio

1 anaged Foriaps.

Auto TX Power Control

T Power

Seral Number

Name

Comments.

Managed AP Status

FP22183X12013235 Router
Policy & Objects
Write 2 comment. o35 Security profiles
ven
offine User & Device

Status

00:00:00:00:00:00 waN Opt. & Cache.

o
WiFt & Switch Contraller

Authorized | Deauthorize. .|

fonate - * FortiAP Profiles
* WIDS Profiles
569 Managed Devices
Qvanaged Fortizes
38 monitor
* Client Monitor
* Rogue AP Monitor

© Automatically Inherit 3l SSIDs
Select SSIDs

© Disable © Enable

Connected Via
Base MAC Address
Join Time

Ciients

Fortiap 05 Version
L console

Wireless Settings
Fortiap Profile

Radio Settings Summory | Please Select
2210-home
L rore 1 > Fsi
@ (

Radio 1.

FP22183X12013475

Write 3 comment, o

online
Ethemet (192.168.2.110)
00:09:0f:95:98:48
04/16/14 13:38

o

FP2218-15.0-build0B4 (Usgrade From i)
Connect to CLI
Authorized | Deauthorize Restart

2216-home ~| [ Override Settings

44,48, 149, 153, 157, 161, 165 21

@ Rogue-4P Scan

* Option to Override parameters from the AP profile

Wirslass Hasith

Foring profie Err— 91 overnae settings
Sl Tunneiing Subnats(s)

& Automatically Inheric 3l SSDs
Select ssiDs

Radia 1 1045 (5 Gz Bana)

Automatically seiected

Radio 2 99 AP (2.4 GHe Band)  Auto

<

P ‘
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To Controller

Tunneled
FAP
Svstom
Router
Policy & Objects

Security Profiles

VPN

User & Device

WAN Opt. & Cache.

WiFi & Switch Controller

) wiFi Network

“ WIDS Profiles

Name

Comments
Platform

Splt Tunneling Subnets(s)

¥ Radio 1
Mode

Spectrum Analysis
WIDS Profile
Radio Resource Provision

Client | nad Ralancing

To Local Network
NATed

Split Tunnel in the remote FAPs

WAN Opt. & Cache

& Switch Controller

=49 wiFi Network
S5t

* FortiAP Profiles

* WIDS Profiles
) Managed Devices

* Managed FortiAPs
&5 monitor

* Client Monitor

* Rogue AP Monitor

* Wireless Health

ceess

DHCP Server
Address Range

Netmask
Default Gateway
DNS Server

» Advanced.

WiFi Settings
ssiD
Security Mode
Block Intra-SSID Traffic
Maximum Clients
split Tunneling
Optional VLAN ID

WTHTTPS 0/ PING [ HTTP [ FMG-Access

VISsH [ SNMP [ FCT-Access
9l Enable
Create New

10.11.12.100

255.255.255.0
© Same as Interface IP ©) Specify

© Same as System DNS O Specify

Tun_portal_ext

Open -
B

S

¥ €

o =

FAP28C-default

rite 3 comment.

¢ &4 wiFi Network

- ssID

* FortiaP profiles

* WIDS Profiles
) Managed Devices

jl Managed Fortiaps
& monitor

FAP28C
172.16.1.0/24

Disable ® Access Point
a

Click to set.. -

[s]

71 Erenuency Handoff [ 0 Handaff

Join Time
Clients

FortiAP OS Version
CLI Console

State

Wireless Settings

FortiAP Profile

Split Tunneling Subnets(s)

[7] Enable WiFi Radio
SSID

04/16/14 13:38
0

FP2218-v5.0-build064 (Upgrade F
Connect to CLT

Authorized | Deauthorize Restart

2218-home ~ [7] Override Settings

<«

© Automatically Inherit all SSIDs

F::RTINET

Disable transmission rates

* Disable 802.11b, 802.11bg rates
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Broadcast Suppression

* Broadcast traffic suppression

FZERTINET

Compliance and Certification for some models

* FAP-222B and FAP320C
» DFS certification
* Proper detection of Radar vs Wireless traffic
» WFA certification

» Goes beyond the 802.11 standard in order to improve interoperability
between vendor devices.
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End
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